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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ADF 
Accounting Data Forwarding 

ALUID
Application Layer User ID

AS
Application Server

BSF
Bootstrapping Server Function

CA
Certificate Authority

CTF 
Charging Trigger Function 

DSA
Digital Signature Algorithm
ECCSI
Elliptic Curve-based Certificateless Signatures for Identity-based Encryption
ECDSA
Elliptic Curve DSA
EPUID
EPC Level User ID

GBA
Generic Bootstrapping Architecture

GMK
Group Master Key

GPS
Global Positioning System

GSK
Group Session Key

ID
Identity

KMS
Key Management System

LCID
Logical Channel Identifier

MIC
Message Integrity Code

MIKEY
Multimedia Internet Keying

NAF
Network Application Function

NITZ
Network Identity and Time Zone

NTP
Network Time Protocol

OTA
Over The Air

PEK
ProSe Encryption Key

PFID
ProSe Function ID

PGK
ProSe Group Key

PTK
ProSe Traffic Key 

RPAUID
Restricted ProSe Application User ID
RTP
Real-Time Transport Protocol

RTCP
RTP Control Protocol
SAKKE
Sakai-Kasahara Key Encryption
SDP
Session Description Protocol

SEG
Security Gateway

SRTP
Secure Real-Time Transport Protocol

UID
User ID

UTC
Universal Time Coordinated

**** NEXT CHANGE ****

6.5.Y
 ProSe one-to-one commuication security using ECCSI and SAKKE
6.5.Y.1
General

The solution uses the “Elliptic Curve-based Certificateless Signatures for Identity-based Encryption” (ECCSI) signature scheme, as defined in RFC 6507 [14].  And, Sakai-Kasahara Key Encryption (SAKKE), as defined in RFC 6508 [24] to generate a shared secret that is used as a KD (root key) for establishing a secure connection between the two UEs.

6.5.Y.2
Key and their identities

The UEs are provisioned with the required credentials (as defined in RFC 6507 [14] and RFC 6508[24) in advance, when the UEs have a secure access to their Key Managament Server (KMS).  

The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  
Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as “signer” and “verifier”.  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.
Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload.  The receiving UE uses its identity and the public key of the KMS to decrypt SAKKE payload.

The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12].  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp).

6.5.Y.3
Security flows

6.5.Y.3.1
Direct Connection Request
Figure 6.5.Y.3.1-1 illustrates the establishment of a secure one-to-one ProSe Direct communication.  It relies on the generic signalling set that is descrived in subclauses 6.5.5. The figure only includes the additional information in the messages. 
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Figure 6.5.Y.3.1-1:  Security establishment at connection setup
1.
UE-1 wishing to engage in one-to-one ProSe Direct Communication with UE-2 sends a Direct Communication Request message including the following parameters:

-
User of UE-1 Info = upper layer information identifying the user of UE-1. This information is used to derive the Signer’s identifier (used by ECCSI).

-  SIGN – an ECCSI signature (as defined in RFC 6507 [14]) of the Direct Communication Request message. The signature is computed over the User of UE-1 Info parameters and the Nonce 1 (see subclasue 6.5.5).

Editor’s note: The exact format of input parameters to calculation of the signature is FFS

2.
Upon reception of the Direct Communication Request message, UE-2 verifies the signature payload SIGN. If the verification test is successful, UE-2 presents the authenticated identity (“User of UE-1 Info”) to the user of UE-2. If user of UE-2 decides to accept the request, UE-2 sends a Direct Security Mode Command message including the following parameters:

-
User of UE-2 Info = upper layer information identifying the user of UE-2.  This information is used to derive the Signer’s identifier (used by ECCSI).

-
SIGN – an ECCSI signature (as defined in RFC 6507 [14]) of the Direct Communication Response message. The signature is computed over the User of UE-2 Info, Nonce 1 and the SAKKE parameters.
Editor’s note: The exact parameters of input parameters to calculation of the signature is FFS


SAKKE – UE-2 generates a 256-bit key Shared Secret Value (SSV), which is used as KD (root key), and encodes SSV value into a SAKKE payload according to the algorithm described in RFC 6508 [24], using the KMS Pubic Key and the public identity of the user of UE-1.  

Upon receipt of the Direct Security Mode message, the UE-1 verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used as a KD (root key) from which other keys can be derived. 
3.
Upon successful processing of the Direct Security Mode Command message, UE-1 responds with a Direct Security Mode Complete.
Both UEs shall store their own and the other UE’s User Info with the KD.
6.5.Y.3.2
Direct Rekeying Request
Figure 6.5.Y.3.2-1 illustrates  rekeying of an existing secure connection when KD is changed.  It relies on the generic signalling set that is described in subclauses 6.5.5 over an existing secure connection. The figure only includes the additional information in the messages. When KD is not changed the rekeying proceeds exactly as described in subclause 6.5.5.3.
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Figure 6.5.Y.3.2-1:  Security establishment when rekeying an existing connection 
1.
UE-1 send a Direct Rekeying Request to UE-2.
2.
UE-2 responds with a Direct Security Mode Command message including the following parameters:

-
SIGN – an ECCSI signature (as defined in RFC 6507 [14]) of the Direct Communication Response message. The signature is computed over the User of UE-2 Info, Nonce 1 and the SAKKE parameters.
Editor’s note: The exact parameters of input parameters to calculation of the signature is FFS


SAKKE – UE-2 generates a 256-bit key Shared Secret Value (SSV), which is used as KD (root key), and encodes SSV value into a SAKKE payload according to the algorithm described in RFC 6508 [24], using the KMS Pubic Key and the public identity of the user of UE-1.  

Upon receipt of the Direct Security Mode message, the UE-1 verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used as a KD (root key) from which other keys can be derived.
3.
Upon successful processing of the Direct Security Mode Command message, UE-1 responds with a Direct Security Mode Complete.
Both UEs shall store their own and the other UE’s User Info with the KD.
**** END OF CHANGES ****
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